CYBER LIABILITY
REINSURANCE SOLUTIONS

CYBER STRONG.™
CYBER STRONG.™

State-of-the-Art Protection for
Growing Cyber Risks
Businesses of all sizes and in every industry are
experiencing an increase in cyber incidents. From
employee error to ransomware attacks to phishing
schemes, the risks associated with data security
continue to rise:
In 2016:

The total number of cyber breaches increased
more than 25% over 2015.1
55% of all small-to-mid-size businesses
experienced a cyber attack. 50% of those
involved customer and employee information.2
Ransomware attacks increased 300% over
2015, averaging more than 4,000 per day.3
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NAS Insurance Services,

LLC has been at the

forefront of cyber liability reinsurance for over 20
years, having led the development of privacy
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protection insurance in the healthcare industry.
Today, we insure a broad range of companies in every
industry, including:
Healthcare
Hospitality
Financial Services
Education
Retail
Utilities
With NAS’ reinsurance solution you can provide your
policyholders with state-of-the-art cyber liability
coverage as an add-on to their existing policy, while
avoiding R&D costs, overhead and the assumption of
risk.
Sources:
1. Identity Theft Resource Center, “ ITRC Breach Reports, 2015 Year End Total”,
January 4, 2016, “2016 Data Breach Stats | ITRC Surveys & Studies, December
13, 2016
2. Ponemon Institute, “2016 State of Cybersecurity in Small and Medium-Sizes
Businesses”, June 2016
3. U.S. Government Interagency technical guidance document, "How to Protect
You Networks from Ransomware"
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CYBER LIABILITY INSURANCE OVERVIEW
STATE-OF-THE-ART CYBER COVERAGE
Unlike other cyber markets, NAS provides a wide range of customizable coverage options for both first party losses
and third party claims (duty to defend) with flexibility to fit your specific needs. These coverage options include:
1 Multimedia Liability
2

Security & Privacy Liability

3

Privacy Regulatory Defense and Penalties

4

Breach Event Costs

5

BrandGuard®

6

Network Asset Protection

7

Cyber Extortion

8

Cyber Terrorism

9

PCI DSS Assessment

EXPERT CLAIMS HANDLING & RISK MANAGEMENT
As a pioneer in cyber liability, our NAS claims experts have a wealth of experience in handling and responding to
cyber claims. We have handled thousands of cyber claims helping policyholders through each stage of a breach.
In addition, we provide online risk management tools to help policyholders mitigate risk and respond to a breach,
including:
Compliance

Implement response plan

Risk assessment & mitigation

Report incident

Workforce training

Recover & Repair

Incident response planning

Restore trust

ON-GOING TRAINING & SUPPORT FOR YOUR AGENTS

NAS provides crucial educational materials, tools, training, and support as part of our overall services to
carriers and their agents. These include:
1 Online educational site with coverage descriptions, selling tips, and scenarios
2

Educational webinars presented by topic experts

3

Branded marketing collateral to print as reference material

4

Online platforms to estimate and quote rates as well as submit applications

The Most Advanced
Cyber Risk Management Solution
Because being insured isn’t the same as being prepared.
Welcome to CyberNET® - the most advanced cyber risk management solution, now part of your medical
professional liability policy.
With access to expert cyber risk advisors and 16 online training courses, CyberNET® helps you and your
organization mitigate the risk and impact of a cyber security breach.

Cyber Security Training
Get ‘cyber smart’ with online courses, including:

Risk Management
Guidance to implement preventative measures:

Safeguarding Information

Best Practices Guidelines

Password Best Practices

Risk Assessment & Fitness Checklist

Privacy Basics for Healthcare

Incident Response Planning

Ransomware

Sample Policies and Vendor Agreements

Compliance Material
Keeping your organization up to date:
State and Federal Regulations
Industry Specific Data Protection Guidelines

Cyber Expertise Anytime, Anywhere
Information and support brought to you when
and where you need it most, including:
Expert phone support
Downloadable templates, guides,
and training posters
Live and archived webinars

EXPERT CLAIMS HANDLING & BREACH RESPONSE SERVICES FOR POLICYHOLDERS AND CARRIERS
NAS cyber breach response services begin with that first phone call from the insured when a breach is discovered or
suspected. Our expert claims personnel have handled thousands of cyber claims, helping insureds through each
stage of a breach. We provide a single point of contact for policyholders with a dedicated NAS cyber claims specialist
who coordinates a team of legal, forensic and crisis management experts and stays with the claim until it is resolved.
Simple. Direct. 1-Call Response.

BREACH RESPONSE EXPERTS
NAS incorporates flexibility into our breach response services, providing a range of options to best fit your
policyholders’ business and security needs. We work with a trusted team of providers, as well as collaborate
with the insureds’ existing providers of choice.

TRAINING AND SUPPORT FOR AGENTS
Our online resource educates your agents learn more about cyber risks and how to best present coverage to
policyholders and prospects:
Statistics & figures on the cyber landscape
Coverage descriptions
Program components and claim scenarios
Tips and steps to selling cyber liability coverage
Links to applications, compliance, and underwriting
Find it at: Smarter.NASinsurance.com/reinsurance

NAS ONLINE: ONLINE QUOTING & ISSUING
A quick, simple way to build up specialty cyber business…online! With a range of limits and options, NAS ONLINE
is our state-of-the-art system to help build and grow your agents’ cyber business book fast. NAS provides video
tutorials on six different functions for a complete education, including how to:
Create a BALLPARK estimate
Convert a BALLPARK into a full quote
Access existing policies
Process a renewal app
Add a producer (if applicable)
Find it at: NASinsurance.com/nasonline

BALLPARK ESTIMATES
Get a jumpstart on quotes with our new Ballpark
tool. In just 3 easy steps, you can create a single or
multi-product estimate customized for your client.
Choose from our leading specialty products like
Cyber

Liability,

Miscellaneous E&O.

MEDEFENSETM

Plus,

and

CYBER LIABILITY RISK SCENARIOS
The following summaries of relevant data breach scenarios illustrate the benefits of specific coverage components
within our Cyber Liability form.

I. Privacy Regulatory Defense and Penalties

II. Breach Event Costs

A physician’s practice was investigated by the

A regional life insurance company moved to new

attorney general after being alerted to allegations

offices.

of

The

laptops, desktops and printers were stolen. While

investigation revealed that there were numerous

the desktops were secure and did not contain

Health Insurance Portability and Accountability Act

personal data, one of the laptops did contain

(HIPAA) violations in connection with over 8,000

personally

patient records.

protected health information (PHI) of over 36,000

improperly

stored

patient

records.

The practice’s cyber liability insurance policy
covered fines and penalties imposed against the
practice and defense costs incurred to respond
to the investigation.
The total claim amounted to over $100,000.

During the office relocation, several

identifiable

information

(PII)

and

individuals.
Forensic investigations, legal fees, and notification
expenses

totaled

over

$200,000

and

were

covered under the company’s cyber liability
insurance policy.

III. Security and Privacy Liability & Regulatory Defense Costs
The employee of an accounting and tax service company took work home on the weekends. To do this, he stored
client information, including names, dates of birth, and social security numbers, onto a flash drive.
However, the employee did not take precautions to encrypt or otherwise protect the client information. The
employee's work laptop and flash drive containing this sensitive information was stolen from the employee's car.
Several clients sued the company for breach of personal information. Defense fees exceeded $200,000.

The scenarios are examples of the types of claims and associated costs commonly seen and do not represent a comprehensive explanation of any one particular claim. While
the subject coverage is designed to address certain risks and associated costs, coverage may not be available in all circumstances. Each reported claim will be evaluated on a
case-by-case basis. The actual policy or endorsement language should be referenced to determine coverage applicability and availability.
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